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How does the system connect to the hospital network?

The system requires two physical network connections. The system server connects to the modality
worklist and, if enabled, provides the entry point for remote technical support. The acquisition console
enables operators to send DICOM studies to PACS.

Does the system store or transmit protected health information (PHI)?

Yes, PHI is stored on the system server and removed according to a facility-defined retention interval. PHI
is transmitted from the system server to PACS via DICOM.

How is data protected?

Remote access to data on the system server is limited to trained, authorized CurveBeam Al personnel
using multifactor authentication. Facility staff access PHI through the acquisition console.

Is remote access required?

No. Remote access is optional, but it is required for CurveBeam Al to provide remote support and perform
updates. CurveBeam Al uses LogMeln with 256-bit AES encryption, multifactor authentication, device
and IP resitrictions, and session PINs. If your health system requires a different approved application,
CurveBeam Al can use it instead.

How are software updates and security patches handled?

CurveBeam Al and Windows software updates are performed remotely. Without remote access, our ability
to perform updates is limited. Acquisition and reconstruction software releases typically occur annually
and follow an internal testing process. Customers are notified when updates are available, and our clinical
applications team coordinates installation.

What documentation is available for security review?

CurveBeam Al can provide a Manufacturer Disclosure Statement for Medical Device Security (MDS2) and
a network architecture diagram.
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IT Readiness Checklist
Begin approximately 90 days before installation

Schedule an IT readiness call with CurveBeam Al

Complete your facility’s vendor-intake process and send any required IT or security
questionnaires to CurveBeam Al

Confirm the modality worklist and provide procedure codes early; this is the most common
source of delay

Provide PACS/DICOM configuration details

Review and approve the remote-support method, including any required firewall or
network-access exceptions
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Register the CurveBeam Al device MAC addresses, if required by your facility’s
network-access controls

2800 Bronze Dr., Suite 110, Hatfield, PA 19440 | www.curvebeamai.com | 267.483.8081

mCurveBeam58 Rev. A



